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What is Drug Diversion

• When prescription medicines are obtained or 
used illegally

• This exercise focuses on prescription narcotics 
(opioids)



Drug Diversion in Healthcare Settings

• When healthcare providers who steal 
controlled substances for their own use, it can 
result in:
– Substandard care delivered by an impaired 

healthcare provider
– Denial of essential pain medication or therapy
– Risk of infection if a provider tampers with 

injectable drugs





Source: Centers for Disease Control & Prevention and the Safe Injection Practices Coalition oneandonlycampaign.org



Source: Centers for Disease Control & Prevention, cdc.gov and oneandonlycampaign.org



Exercise Objectives
• Discuss existing policies related to drug diversion

• Highlight the strengths of existing drug diversion policies at 
the facility

• Identify the gaps in existing drug diversion policies at the 
facility

• Identify ways to train/communicate with staff about the 
facility’s drug diversion policies

• Explore the process of responding to a drug diversion 
incident (internally/externally)



Today’s Exercise

• Exercise is a low-stress activity designed to 
identify gaps and to highlight strengths



Today’s Exercise

• Blue background  = scenario

• Yellow background  = discussion questions



Assumptions

• The purpose of this exercise is to illicit 
discussion about drug diversion

• For the purposes of this exercise, some 
situations may be dramatized



Scenario #1



Scenario #1

• This ASC is affiliated with a large health 
system.  

• However, the ASC uses a contracted pharmacy 
provider and not the hospital pharmacy.  



Scenario #1

• In preparation for Monday morning’s procedures 
at the facility, the nurse begins to draw up the 
medications for all of the cases that day.  

• As she is drawing up medications from a new 
single-dose vial of Fentanyl, she notices that the 
dust cap seems loose. She thinks that this is odd 
but uses aseptic technique to clean the top of the 
septum and fill syringes for the procedures.



Scenario #1 - Question

• What is the facility’s policy regarding 
medication preparation?

• What are procedures when tampering is 
noticed in medication packaging/vials?

• Who is responsible for following up with the 
pharmacy if there is an issue with the 
medication? 



Scenario #1 - Question

• What is the facility’s policy for 
receiving/verifying/placing into inventory 
medications received from the pharmacy?
– Is there a chain of custody? 
– Who has access during the process?
– Is this written in the policy?

• Why are medications for the entire day being 
drawn up in the morning?



Scenario #1

• The following week, the nurse notices that 
there are again loose dust caps on the 
Fentanyl. 

• It also looks like one of the vials is not 
completely filled. 

• She thinks this is odd, but continues to draw 
up medications and does not tell anyone 
about the suspicious vials of Fentanyl.  



Scenario #1

• In the break room, the recovery nurse mentions 
that the patients have been complaining about 
pain.  

• She said that there have been quite a few 
complaints the last few weeks.

• In passing, the recovery nurse tells a co-worker 
that she has had more patients complaining of 
pain, despite being treated, especially those who 
are receiving Fentanyl.



Scenario #1 - Questions

• What is the facility’s policy regarding pain 
management?

• Is inadequate pain relief captured/considered? 
How is this done?

• Which staff have access to controlled 
substances?



Scenario #1 - Questions

• Are anesthesia services contracted? 

• What is your facility’s policy concerning 
contracted employees and drug diversion?



Scenario #1

• After the conversation about patients and pain 
management concerns, the nurse checks the 
newest order of Fentanyl and the caps are loose. 

• She relays her concerns to the nurse manager, 
who contacts the contract pharmacy. She tells 
them that over the last few weeks their ASC has 
received at least one vial that was not completely 
filled. 



Scenario #1

• The pharmacy director places a call to the 
manufacturer to see if there was a recall that was 
overlooked. The manufacturer says there was no recall.  

• The contract pharmacy directs the ASC to package the 
remaining vials of Fentanyl and return them to the 
contract pharmacy. 

• Once received, the pharmacy director examines the 
vials and notices that there are very fine holes in the 
septum in some of the vials. 



Scenario #1

• The pharmacy director sends the vials out to 
be tested. Test results show that the vials are 
40% Fentanyl and 60% saline. 

• The pharmacy director reviews the videos of 
the pharmacy and is surprised to see a new 
pharmacy technician tampering with vials of 
medication that were shipped to the ASC. 



Scenario #1 - Questions

• What is the facility’s internal notification policy in the 
event that there is a breach with medications?

• What external organizations are contacted once 
diversion is determined?

• Who makes the calls to which organizations?

• Is a patient notification necessary?  How is this 
determined?



Scenario #1 - Questions

• How is this issue corrected/addressed?

• Does the facility have existing policies to 
address these issues?

• Is it the ASCs responsibility to report drug 
diversion identified and performed at the 
consult pharmacy?



Scenario #2



Scenario #2
• The nurse enters the pre-op area to take vitals before 

the patient is taken to the operating room suite.  

• After recording information, the nurse tells the patient 
to wait while he draws up the medication for the 
procedure. He enters the medication prep room and 
draws up the medications that he needs for his case. 

• Among other pre-op meds, he draws up two syringes 
of Fentanyl, one for his patient and the other for 
himself and he puts it in his shirt pocket. He returns to 
the pre-op area to administer the medications to his 
patient.



Scenario #2
• The nurse wheels the patient into the operating room 

and assists the OR tech with set-up. 

• After the case is over, he is near the door when the 
syringe falls out of his pocket. 

• Both the OR tech and the doc see the syringe on the 
floor. 

• The anesthesiologist picks up the syringe and places it 
on the table and asks the nurse where the syringe 
came from. 



Scenario #2

• The nurse shrugs and says that he was in a hurry 
and it must be a left over from yesterday’s cases. 

• The nurse grabs the syringe from the table and 
walks out of the OR suite. 

• The OR tech begins to say something to the 
anesthesiologist about the nurse’s weird 
behavior, but decides not to. 



Scenario #2

• Last week the tech noticed the nurse came in 
when he wasn’t scheduled and was hanging out 
near the medication preparation area/room. 

• The tech decides it is none of his business, he 
needs this job and is not getting involved. 

• He wheels the patient to the recovery room after 
the procedure is over.



Scenario #2 - Questions

• Does the facility have an internal mechanism 
to report unusual behavior/potential 
diversion?

• What is the facility’s policy for drawing 
medication for each procedure? 



Scenario #2

• The next day, the nurse is not scheduled to work, 
but arrives at the facility. 

• He says he left something in his locker. As he 
makes his way back towards the locker room, he 
makes a quick move to the medication room. 

• He enters the Pyxis using a co-worker’s code, 
takes a vial of Fentanyl, slips it in his pocket and 
leaves the building.



Scenario #2

• On his next scheduled work day, he goes to the 
medication room and fills a syringe with Fentanyl 
syringe. 

• He goes into the bathroom, injects himself with 
the Fentanyl, and fills the syringe with tap water 
before returning to the patient area. 

• He puts the water-filled syringe on the cart where 
other medications for the procedure are kept. 



Scenario #2 - Questions

• How is monitoring of the medication machines 
conducted?  By whom? 

• Where are medication/Pyxis records kept? 

• Who monitors these records?

• When unusual behavior is suspected, how is it 
handled?



Scenario #2

• During the case, the anesthesiologist sees an 
unmarked syringe on the cart and asks the OR 
tech and nurse where the syringe came from, as 
it is not labeled. 

• The nurse says he does not know but that he will 
dispose of it once the case is over. 

• The unlabeled/water filled syringe is kept off to 
the side of the cart. 



Scenario #2

• The OR tech takes the patient to recovery and the 
nurse tells the anesthesiologist he is going to the med 
room to get meds for the next case. 

• The nurse empties the water-filled syringe goes to the 
med room and fills a syringe with Fentanyl, walks to his 
locker and puts the syringe in his locker.

• The tech approaches the nurse and tells him that he 
saw what he did and is going to tell the director of 
nursing.



Scenario #2

• The nurse is upset and goes into the 
bathroom, injects the medication and passes 
out. 

• The nurse is found by another staff member 
with the needle still in his arm.



Scenario #2 - Questions

• Does the facility have a policy that addresses 
drug use in employees?

• Is local law enforcement contacted?

• What other agencies are contacted? And by 
whom?



Scenario #2 - Questions

• After a diversion incident, is there an internal 
group that meets to discuss policies/procedures?

• Is education/in-service provided to staff about 
the facilities diversion policies?

• Is there a phone number for employees to call to 
alert the facility about drug diversion/employee 
drug use?



Scenario #3



Scenario #3
• An endoscopy center has many procedures 

scheduled for the day. 

• They have veteran staff who are used to 
getting through procedures quickly. 

• Most staff have been at the center for three 
years or more. 



Scenario #3

• A nurse anesthetist is talking with the first patient 
(Case #1) of the day before the start of the 
procedure. 

• She has a new 50mL single-dose vial of Propofol 
for the case. 

• She draws up the entire vial into a single syringe 
and administers half to the patient along with 
other medications.



Scenario #3

• Before the case starts, while nobody else is in 
the room, she administers a small amount of 
the Propofol to herself. 

• When the surgeon arrives, she administers the 
remaining Propofol to the patient. 

• At the end of the case, she discards the needle 
and syringe. 



Scenario #3
• The nurse anesthetist starts Case #2 with a new 50mL 

single-use vial of Propofol. For this case, she draws up 
20mL and administers it to the patient. 

• During the case, an additional 10mL of Propofol is 
drawn up and administered using the same syringe as 
the first dose but a new needle. 

• At the end of the case, the needle and syringe are 
discarded in the sharps container; however, 20mL of 
Propofol remain in the vial. The nurse puts the vial in 
her pocket to use on the third case of the morning.  



Scenario #3

• Case #3 is a very large man. 

• During the case, the nurse anesthetist finishes 
the first bottle of Propofol that she used on 
Case #2. 

• She then opens a new vial of Propofol and 
administers an additional dose to Case #3 
using the same syringe and new needle. 



Scenario #3 - Questions
• What, if any, are issues that you see with the nurse 

anesthetist’s practice?

• What is the facility’s policy about using single-dose vials for 
more than one patient?

• What is the procedure for preparing medication? Where is 
the medication preparation usually done: separate room, in 
surgery suite, or other?

• Is anesthesia a contracted service for the center? What are 
the facility’s policies about anesthesia providers and 
medication handling? How is medication use and waste 
recorded?



Scenario #3

• The nurse anesthetist continues to open new 
vials of Propofol as needed for her cases 
throughout the day. 

• At the end of the day, she has used five bottles 
of Propofol on 15 patients. 

• She leaves the center with a half-filled bottle 
of Propofol in her coat pocket.



Scenario #3 - Questions

• How are staff (center/contracted) trained on 
infection prevention and control/injection 
safety practices? How often?

• Who monitors infection prevention and 
control at the facility?

• How are medications within the facility 
accounted for?



Scenario #3 - Questions

• Does the facility keep logs to ensure that 
medication vials accessed in the patient 
treatment area are used for a single patient? 
This applies to both single and multiple-dose 
vials.



Scenario #3

• Five and a half months later, the local health 
department receives a call from a local 
gastrointestinal (GI) physician. 

• He tells the center that he has two patients who 
both had procedures a few months ago at the 
ASC and are now positive for hepatitis C. 

• They have no traditional risk factors for the 
disease and were negative for the virus a year 
ago. 



Scenario #3

• The surgery at the ASC is the only health 
procedure they underwent in the last 12 
months. 

• The local health department, along with the 
state health department, begin a public health 
investigation to determine if the individuals 
were infected with the virus during their 
procedures at the ASC. 



Scenario #3

• After reviewing patient records and infection 
prevention and control practices at the ASC, it 
is determined that patients who received 
injectable medication from one nurse 
anesthetist within the last three years, should 
be tested for bloodborne pathogens. 

• She has been employed at the center for three 
years. 



Scenario #3 - Questions

• Does the facility have a policy about the process 
of patient notification when a disease 
transmission has been identified?

• Does the policy include testing for bloodborne 
pathogens (employee/patient)?

• Does the facility maintain a log of healthcare 
personnel’s vaccination/immunization status?



Scenario #3 - Questions

• What is the relationship with the local health 
department and the facility? 
– Are you aware of which local health department 

holds jurisdiction over the facility? 
– Is there an established relationship with a 

representative from the local health department? 



Final Thoughts…

• Did you feel that the scenarios highlight 
strengths and identify gaps?
– How so?

• What are your takeaways from today’s 
tabletop exercise?
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